Automated Data Processing

214th Brigade Standard Operating Procedures

1. References:

a. AR 190-13, Physical Security Program

b. AR 380-5, Information Security

c. AR 380-19, Information System Security

d. FORSCOM Suppl 1 to AR 380-19

e. III Corps Artillery Garrison SOP for Automated Data Processing

1. Purpose:  To Establish security policies and procedures for Automated Data Processing (ADP) Systems within 214th Brigade.

2. Applicability:  The policies and procedures set forth in this SOP are applicable to all military and civilian personnel attached or assigned to 214th Brigade.

3. Responsibilities:

a. Commander, 214th Brigade 

(1) Appoint an officer from within the S2 section to be the 214th Brigade Information System Security Officer (ISSO)

(2) Will be appointed as the Designated Accreditation Authority (DAA) for CS3 material.

(3) Ensure the Brigade ISSO is in compliance with all regulations and standard operating procedures.

a. Battalion Commanders 

(1) Appoint an officer from the battalion S2 or Signal section to be the battalion ISSO.

(2) Will be appointed as the Designated Accreditation Authority (DAA) for US2/US1 material

(3) Ensure the battalion ISSO is in compliance with all regulations and standard operating procedures

a. ISSO 

(1) Maintain a copy of all applicable orders.

(2) Appoint a TASO for each group of computers as necessary  (TASO must have physical access to computers and the information on them).

(3) Ensure TASOs are in compliance with all regulations and standard operating procedures.

(4) Conduct Semi-Annual inspections.

(5) Maintain an accurate inventory of all ADP systems within the organization.

(6) Ensure all ADP material are properly accredited.

(7) Ensure personnel receive initial ADP Security Briefing within 30 days of assignment.

(8) Report to the next higher headquarters ISSO any violation of security measures.

(9) Report to the next higher headquarters ISSO any virus alerts or suspected virus attacks.

a. TASO

(1) Maintain a copy of all applicable orders.

(2) Ensure operators are in compliance with all regulations and standard operating procedures.

(3) Maintain an accurate inventory of all ADP systems within their area.

(4) Report to the ISSO any violation of security measures.

(5) Report to the ISSO any virus alerts or suspected virus attacks.

1. General Procedures.

a. All ADP systems will be accredited IAW AR 380-19.

b. Each ADP system will be password protected.

(1) Screensaver Password for US1/US2 systems.

(2) Screensaver and Boot Up Password for CS3 systems.

a. Accreditation information will be compiled using a PC Tracking Sheet. (enclosure)

b. All ADP systems will be labeled appropriately according to security classification.

c. A Terminal Area Security Identification worksheet will be posted in each area.

d. A PC Tracking sheet will be posted by each Automated Information System (AIS).

e. An access roster will be posted by each AIS.

f. All media, secret and above, will be labeled as such.

1. All requirements of the III Corps Artillery Garrison SOP for Automated Data Processing will be followed unless modified by this document.

PC Tracking Sheet
	CPU Serial Number:
	 FILLIN "Type - CPU Serial Number" \* MERGEFORMAT 
	

	Processor/Speed:
	 FILLIN "Type - Processor/Speed" \* MERGEFORMAT 
	   Mhz

	Type:
	 FILLIN "Type - Type of Computer" \* MERGEFORMAT 
	

	Manufacturer:
	 FILLIN "Type - Manufacturer" \* MERGEFORMAT 
	

	Model:
	 FILLIN "Type - Model" \* MERGEFORMAT 
	

	OS:
	 FILLIN "Type - Operating System" \* MERGEFORMAT 
	

	RAM:
	 FILLIN "Type - Size of RAM" \* MERGEFORMAT 
	

	CAPR#:
	 FILLIN "Type - CAPR#" \* MERGEFORMAT 

	Post:
	 FILLIN "Type - Post (FRA, FWA or FGA)" \* MERGEFORMAT 

	Organization:
	 FILLIN "Type - Location (Bldg# & Rm#)" \* MERGEFORMAT 

	Location:
	 FILLIN "Type - Tel # of the User or the IMO" \* MERGEFORMAT 

	Tel #:
	 FILLIN "Type - Computer User (Ex: ASPQ-AOS-13)" \* MERGEFORMAT 

	Computer User:
	 FILLIN "Type - DLAN (Yes or No)" \* MERGEFORMAT 

	DLAN:
	 FILLIN "Type - Current Date" \* MERGEFORMAT 

	Accreditation:
	 FILLIN "Type - Accreditation (Yes or No)" \* MERGEFORMAT 

	Sensitivity Level:
	 FILLIN "Type - Sensitivity Level" \* MERGEFORMAT 

	ISSO:
	______________________
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